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INTERFACE 5/41 10/100 UTP ETHERNET (CAT 3/5)

Wnbound: 31.22 Mbps 1 100,00 Mbps Outhound: 801,33 kbps / 100.00 Mbps
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Key Registered Domain Name Requests Requests  Total Bytes Bps Topi Clients
B = batanga.com & 745 1.24 MB 33.06 bps 10091353
+ lary.com 3 “ 736 315MB 8356 bp 1009138 @
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Risk Index
Routers and Interfaces
Web
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Summary  Explor Policy Reports  Setlings L ]

Connections

Between & All Hosts (%] and Al Hosts [«2] on service All Services

Ex. arbor.net, 10.0.0.0/8, user@DOMAIN (More) Ex. 10.0.0.0/8, group Intranet, user@DHCP (More) Ex. tcp/80, hitp (More)

[*]Last:  1day 4

ClientMask: /32 4 ServerMask: /32 &

Il DETAILS § Page 1 /97001 > =>  Refresh (}
Client Server Service Application m Bytes bps Qos Client User Server User
108225 10.8.2.107 [§ UDP/5000 4776 G 4.42 Mbps 0 (Precedence: 0, TOS: Normal)
108240 3 10.8.10.46 3 UDP/5000 4408 G 4.08 Mbps. 0 (Precedence: 0, TOS: Normal)
10822303 10.8.2.151[3 UDP/5000 3346 G 3.10 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.174 192.168.251.56 UDPI68 (TFTP) 28.58G 2.74 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.174 3 192.168.251.11 @ UDP/69 (TFTP) 2843 G 2.73 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.174 192.168.251.11 UDP/111 (RPC 2907 G 2,69 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.174 192.168.251.16 UDPM111 (RPC) 2765 G 2.56 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.174 [ 192.168.251.16 5 UDP/135 2757 G 2.55 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.174 192.168.251.16 UDP/69 (TFTP) 2585 G 2.39 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.174 [ 192.168.251.56 & UDP/135 2578G 2.39 Mbps. 0 (Precedence: 0, TOS: Normal)
10.8.10.174 192.168.251.11 UDP/135 2528G 2.34 Mbps. 0 (Precedence: 0, TOS: Normal}
10.8.10.174 192.168.251.56 UDP/111 (RPC 2613G 2.33 Mbps. 0 (Precedence: 0, TOS: Normal)
10.8.10.103 3 10.8.3.33 j UDP/5000 2376 G 2.20 Mbps 0 (Precedence: 0, TOS: Normal)
108742 j 108272 j UDP/5000 2018 G 1.87 Mbps 0 (Precedence: 0, TOS: Normal)
80.81.241.10 (s-collB.telia.net} j 10.8.10.48 j UDP/31373 15982G 1.47 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.1045F 192.168.248.62 5 UDP/68 (TFTP) 1542G 1.43 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.45 j 192.168.248.58 UDP/135 15.34 G 1.42 Mbps 0 (Precedence: 0, TOS: Normal)
10.8.10.174 § 192.168.251.54 & UDP/135 1531G 1.42 Mbps 0 (Precedence: 0, TOS: Normal)
192.168.251.53 UDP/69 (TFTP} 1475G 1.37 Mbps 0 (Precedence: 0, TOS: Normal)
4nn azo nsane nnoMas aacan 4 28 Khne N Drarndanan: N TAC: Rnmaall
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B RISK INDEX 3

Page 1 1 Refresh )
Salect All
Score  Source Host Source ldentities Reasons Alerting Rules 0O
104 152.168.2.201 :I,I [ Port Scans Less =
I +50  active now - - =
+50  scanning ports
+3 > 5 alers
+1 alerting on one or mone policies
86 192.168.2 28 [ Port Scans Less =
+50  scanning ports s - =
+35  active in the last 30 minutes
+1 alerting on one or mone policies
B6 192 168.2 86 [@ [ Port Scans Less =
+50  scanning ports - - =
+35  active in the last 30 minutes
+1 alerting on one or more policies
16 192.168.2 46 ﬁ active in the last 6 hours, alerting on one or more policies 1 [m]
16 192 168.2.73 ﬁl active in the last 6 hours, alerting on one or more policies 1 [m]
16 192.168.2.41 [ active in the last § hours, alerting on one or more policies 1 O
16 192.168.2.58 EI active in the last 6 hours, alerting on one or more policies 1 O
16 192.168.2.84 ﬁ active in the last 6 hours, alerting on one or more policies 1 More =
[ A.ppruwe] [ Cleu'AlertsJ
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Select All
Score  Source Host Source Identities Reasons Alerting Rules O
104 182.168.2.201 [@ Less ]
192.168.2.201 [ 450 active now ™ Port Scans O

+50  scanning ports
+3 = 5aleris
+1 alerting on one or mere policies

86 182.168.2.28 [ ) (] Port Scans
+50  scanning ports

+35  active in the last 30 minutes
+1 alerting on one or mere policies

-
0
]
O

86 192.168.2.86 [{ [ Port Scans
+50  scanning ports -
+35  active in the last 30 minutes

+1 alerting on one or more policies

E
]
(]
O

16 192.168.2.46 EI active in the last 6 hours, alerting on one or more policies 1 O
16 192.168.2.73 [@ active in the last 6 hours, alerting on one or mere policies 1 More ||
16 192.168.2.41 [fj active in the last 6 hours, alerting on ane or more policies 1 O
16 182.168.2.59 fl active in the last & hours, alerting on one or mere policies 1 O
16 192.168.2.84 @ active in the last 6 hours, alerting on one or mere policies 1 O

[ Approve ] [ Clear Alerts
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Pl"aVaerSl 2\ STHREAT INDEX norMAL

Logged in as: admin [ Logout ]

Summary Explore Policy Repors Seftings [L_E4 19:40 EST | 11/23/2012 [T

Summary Configure Page e 2 B/ S B
POWERED BY
.Mﬁhﬁﬂge EVENTS OVER LAST 1 HOURS SN Last Update Tue, 20 Nov 2012 16:34:49 EST
Traffic Over Last
e 5 Botnet Command and Control 5 OROBm
Server Traffic |dentification clients . _ _ [s] botnet
1 alerting rule143 total L o ﬁ""' L1 scan
;i._ o - W, [ 1 phishing
i e [] attack
[l RISK INDEX
Score  Source Host Source Identities Alerting Rules
— Il GLOBAL SCANNING ACTIVITY
36 192.168.2.46 7 1
bps Mow 2012
36 192.168.2.73 [3 1 106
BG
36 192.168.2.41 & 1 6G
36 192.168.2.59 [5i 1 ‘:2
36 192.168.2.84 F 1 0G
lem 21w |Iza 30§ gm 13m0 150
T
Show full Risk Index
Key Service Average bps Max bps
) [ | UDP/5060 648.22 Mbps 7.10 Gbps
Il TOP NETWORK TRAFFIC ALERTS '
[ | TCFPi445 520.56 Mbps 637.53 Mbps
Severity Entity Alert Type End Time
B ICMPB 276.88 Mbps 6.90 Gbps
Mo Network Traffic Alerts
[ | TCPM39 220.27 Mbps 1.24 Gbps
View All Network Traffic Alerts
[ | UDPM0320 1682.54 Mbps 391.92 Mbps
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Pravall NSI f\ THREAT INDEX NormaL EEEIEN
Logged in as: admin [ Logout ]
Summary Explore Policy Reports Settings [\ 20 01:07 EST | 1172412012 [T

Event Details e @2 = C B B

BOTNET COMMAND AND CONTROL SERVER  [EditRule| [Edit Exceptions | |viewaCL|
TRAFFIC IDENTIFICATION

Summary

1D: ATF-2005-1-2368

Published: 2005-07-20 12:31 UTC

B 0115 UTC
Type: Botnet Command & Conirol (C&C) Server Traffic [dentification

Revision: 2368 - Updated botnets ruleset
Severity: high

. Botnets are a collection of compromised hosts that attackers can remotely control to launch nefarious attacks, such as denial of service (DoS).
Description
Botnets are a collection of compromised hosts that attackers can remotely control to launch nefarious attacks, such as denial of service (DoS).

When installed and running, a malicious bot will attempt to connect to a remote server to receive instructions on what actions to take. Usually, but not
always, the command and control (C&C) protocol used is Intermet Relay Chat (IRC). While a legitimate protocol for online chat, IRC is often used by
attackers due to the relative simplicity of the protocol aleng with the ready availability of common bot sofiware that employs IRC. After connecting, a
bot-controlled host can be controlled by an attacker and commanded to conduct malicious actions such as sending spam, scanning the Internet for
other potentially controllable hosts, or launching DoS atftacks.

Analysis

Bots are a severe problem and a sericus network threat. Bots can often monitor all network traffic on infected machines and send any file from an
infected host to an attacker, thereby revealing large amounts of potentially sensitive information. If an attacker employs the bot-controlled hest to
pariicipate in a wide-scale, targeted distributed denial of service (DDo3) attack against a specific host(s), the bot-controlled host(s) could be labeled as
unwitting participants in the attack, thereby exposing the computer owner to potential legal ramifications. There iz no legitimate reasen for any hosts to
be communicating with known malicious botnet control servers. Should such traffic be identified, it is likely that the host is infected with some sort of
malware or sofiware vulnerability that is being further exploited by the botnet

Customers should note that botnet C&C servers, identified via Active Threat Feed (ATF), are updated daily, and represent a community-vetted list of
servers that have been documented as servicing malicious botnets. Because of the dynamic nature of this server list, ATF will not arbitrarily display all
of the list members because it may not be a valid representation at the time of viewing.
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- BREULEBRICHUT., EDOXDILZE IARESNERZRELUET,

Affected Platforms and Versions

Any Internet-connected host running Windows, Linux, and/or Unix could potentially be affected. Malicious bots usually propagate automatically,
scanning for unpatched vulnerabilities in popular network software and exploiting them to install malicicus code on a host without the owner's

knowledge. Alternatively, bots can propagate like a traditional Trojan horse or virus, tricking users into running malicious code, e.g., an e-mail that
containg a deceivingly named attachment.

Remediation

If possible, remove infected hosts from the network, scan for any installed malware, and ensure that all the latest and most relevant patchsets are
installed.

Workaround

Consider blocking common IRC pors, such as TCP ports BEET-6669. Customers should note that many botnet control servers are accessed via
non-standard poris in order io evade detection. For a more robust workaround, deploy an application-aware firewall to block bilateral IRC network
traffic. This prevents some bots from communicating with their C&C botnet server(s).

" General References

E-mail
Date Organization Author Add Title
2005-11-08 Wikipedia Botnet
2005-12-01 CERT/CC e Botnets as a Vehicle for Online Crime
Hackworth
2005-03-13 The Honeynet Project & Research Alliance Know yvour Enemy: Tracking Botnets
3005-10-17 Mational Infrastruciure Security Botnets - the threat to the Critical National
"' Co-ordination Centre Infrastructure
S007-07-08 Shadowsarver Shadowserver Foundation - Information -
Boinets
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BOTNET COMMAND AND CONTROL SERVER | [EditRule]  [Edit Exceptions | [[viewacL ]|
TRAFFIC IDENTIFICATION i

View ACL

Botnet Command and Control Server Traffic Identification

access-list 100 deny tcp host 192.168.2.41 host 80.82.209.199 eq 6667
access-list 100 deny tcp host 192.168.2.46 host 80.82.209.199 eq 6667
access-list 100 deny tcp host 192.168.2.59 host 80.82.209.199 eq 6667
access-list 100 deny tcp host 192.168.2.73 host 80.82.209.199 eq 6667
access-list 100 deny tcp host 192.168.2.84 host 80.82.209.199 eq 6667

Enter ACL Number: 100 & Update
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ATLAS (Active Threat Level Analysis System)

ATLAS

DARKNET

ATLAS SENSOR

ISP Network

DARKNET

DARKNET

ATLAS SENSOR ATLAS SENSOR

(2)

O BEEEHEREUNEITIEHICH—IRY N
ZEfE CATLAS SENSORMD EREND.

(2] ARBOR®MPeakflow, H— R/{—F 1 &IV ATLAS DATA CENTER
ES5IEDT — 4 SHEAHENDE TATLAS DATA ,
CENTER[CE{EEN 3.

© EF—A(ASERT)(F, TOT—F%EMES
DI UTRERER—SIL - B+ NMIABT 3.
- BE24FBOEREE ~y T
- BE24BRIDIE (CH I BIRETRE

ARBOR http://atlas.arbor.net/
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75— M@l

“Pravail NSI (371=v NDO—2ODAREBICTFET D
BRAaRBREREUESUET”

B ALERT SUMMARY fiimm i

NR—bk &R~ AFv >
Key Rule Alert Count
7I_§ ‘\J l\;]b\ \y I\ B Unauthorized SSH servers 114

Rapidshare Traffic |dentification 158

7) I/Ij I 7 B Wom Downanugp Variants 120 h
Z} t/r Ij I 7 Privax Proxy MNetwork a1 :

9“ _ 0 I P*ﬁ IIZEI ( EE 'fﬁ ﬁa I Pg FEﬁ ) 1S Embargoed Nation(s) Traffic Identification: Libya 58

[ | Botnet Command and Control Server Traffic |dentification 46
Z:J—_E 70 -EX [ ] US Embargoed Nation(s} Traffic |dentification: Myanmar 17
B  PortScans 8
J— [ ] US Embargoed Mation(s} Traffic |dentification: Cuba B
FL 77>
7 07’]’) ~ l\ Dark IP Traffic 3
XY
%ﬁ Lj (/ \-U-_} \ Trajan.Sinowal Variants 3
» US Embargoed Nation(s) Traffic Identification: Morth Korea 2
FLLWE—EX
Atrivo Metwork Traffic 2
7|—\Z I\ Fﬁﬁ @%ﬁ L/ l/ \ Ea 1'7?{'“{ ICMP ping flood to 213.85.31.7 1
ICMP ping flood to 213.85.31.14 1
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“E-mail - Syslog - SNMP Traplc kD, 7S—RMa@MUFET"”

PI"&V&IfNSl A\ ITHREAT INDEX NoRMAL EZZEW

Logged in as: admin [ Logout ]

Summary Explore Policy Reports  Setings [\ E@ERTILIE] 20:27 GMT| 30/10/2012 [T

View Report

Pravail NS| Report 1138 0ot 2012 1513 Lo 10 5t 2012 1520013 Minutes)

REPORT 11 : ALERT SUMMARY REPORT e 1 4 0 018 15005

T4 k3412 18:H bn 10 0 2012 1401 015 Mimaread

Fap.ort Decerie ion
30 Oct 2012 19:18 to 30 Oct 2012 19:33 (15 Minutes)

Save or Schedule Tha st Sm Ay POt SISPIAYS s HIM BaY oF 15 For SVEIY FUIS 14 tha SySESM W HEK W3 VOIAtS SUMNE the

apactfivd tmrum o,

. Report Description

The Alert Summary Report displays the number of alerts for every rule in the system which was violated during the specified timeframe. frtdrts

bk SRABZ 1 1980 F9NTN2 0N 1£0, Rhara ara 206

ey Mt

B PhanIng HarEng Samar Trama sansnaten 202

% Tha Srianmeune (roR Tms 1

| During the period 19:44 30/10/12 to 19:59 30/10/12 (Oh15m), there were 286 policies with N AR TN A et Tar e
alerts. B Mot Souns 30z

5 HySpace Soutd Habmorking St 2

[l ALERT SUMMARY

B Uneuthork et 35

Key Rule Alert Count Pl tons Vabn Hall 06
W Phishing Hosting Server Traffic Identification 2502 Etoun e "::"“"‘”‘“ — L
I The Onion Routing (TOR) Traffic Identification 1570
W Mail Client Traffic Identification: Yahoo Mail 448 wuin © 20.6 GH T 0102013 ar ©.2013 Ao o tworks, fre ANRIchts Foserved
B HostScans 302 (/
eno Nsi-Repart-1Lxs -
[l MySpace Social Networking Site 290 8= Search in Sheet
Developer
W Unauthorized SSH servers 244 = o =
W Wormon TCP/B0 243 EF:] 6«% ﬁ =
. L=
B Ciandestine Traffic 208 -
[a—— L T
W Webmail Traffic Identification: Yahoo Mail 208
Mail Client Traffic Identification: AOL Mail 195 S o g v ot s i
5| The o oo TR Traec vttt w1
US Embargoed Nation(s) Traffic Identification: Sudan 89 | il o Trafc dendlficion: Yahoo Wal =
o eworing e =0
Trojan.Rebhip Variants 81 "‘“"::;‘:éf‘”“" g
US Embargoed Nation(s) Traffic [dentification: Libya 41 T e e et e -
15 | U5 Embargoed atints) Traffc Merscaten: o =
ATLAS Attacker Block List 22 16 | Trojan. nebivp Varanes L
US Embargoed atints) Trfc erdcatin: Uoya .
LS Aracae o it 2
Botnet Command and Control Server Traffic Identification 21 Bt Command e Control Server Trafc idestheation n
20 worm Downan.a Variarts w
21 | wom saTCe43 s
Worm.Downanup Variants 19 22 | Encrvaeed T 1|
23 | s Embangoea Watieis Trahc Merscatisn yanmar w
Worm on TCP/443 18 | . )
25 |portscann )
27 Spumaa BROP i T "
28 | Us Embargosa el Tt Mesactis: b .
25 | U5 Embargord et Traffic Meracain: van 3
H
i
b
3
i
i
1
il
1
H
i
®
P g =

N ETWORKS

20




7IVo—23> - A427FUS1T>R

“PIVT—>3> - NSITa4v0ZDHL
MicRBREEhUET”

REPORT 50 : WEB USAGE SUMMARY REPORT Web Summary Report

B « HTTPRS T+ wo(CBENE
ARIFEAIC L B ERFEE
*I\\\ (L B}lj_g ig_o

- URLOFIA. #HEL TLVRLY
NSTJawo, T—HERx
HAATDLR—BIKDT
'lﬁ*ﬁ/ﬁﬁ/ﬂ%*,m(gﬁﬁﬁ L/ia_o
(P2P. 12Xk« Xwvtz—2)

- D, EDLDSRWebH A hEEHE
EDESRT7TIo—> 3> %
FRUTCTWAIHhZIEELUE T,
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Explore
Traffic
Connections
Flows

'

4. 7IVUT—>3> - A2FUSIT 2R (Cont)

“HTTPS I« Y IICBRESNIEAEERZERUET”

- Pravail NSI AIJ L% % {# U THE%EIC
: FIOTAXENB3Web)7 T U —>3
gal U, BIIUET,

Groups, Hosts and Users
Risk Index
Routers and Interfacas

Weh

A THREAT INDEX NoRMAL HEEY!
Logged in as: admin [ Logout |

Summary  Explors
oo
[7] Lasts 1 coy

Reports  Setings. 06:46 EST | 1172512012

BB Smart B

=]
|

~

7

7 oW QoW W 1@ 13® 1% 15W 1% 17® 18w 19W 200 21 2@ 23 Sunll! ™ m
W 0P URLS
Registered DomainName  Requests  Requests Total Bytes bps ContentTypes  Top Gients < (o]
= e P045KD oA 1Zops M 19216811018 100% o vewriom \\
m [ yubecom § L a ki~ « J—
5 r wosks a7 e — 192.168.1.100 53% View Fiows
W [f) pancoracoms0 J "N L L 20 «Q
& sooglecom @ 0 75 700y 1921681102 60% View Flows
@ B P> Fies (68.07%) Prosiivals * o
& tvocom 3 9 2512k 233bps M 19216811008 76%  QViewFlows \ f— \
L ' imana (08 000 (71w e °
uresars cem w0 wosks 241 = TABBANWTT BT o view Fown —
oo " Al " mage oo ® | fomae
o sk am — TR T
m E cpenat T 1 e @ Vit Pt
an. L] 202848 n - W201104 0 0% View Flows
- & - I e 086 B tam ) “ \
com 80 i 2141kB 1081 - — 1921881900 §  53%
W pen 3 - by —— % e Fiows
po— @ a2 — AN 0% G yiew Fows
- @ wn | =TT “
an, — WLIBBAWTT 7% e
§ adsafeprovecied com 1 g SIS Ay EEE— 2 vigw Fiows
) omer ZMK  240MB  rzzomops S TZTEANND 5%
] N Ty et
I HTTP CONTENT TvPES
[— [
Key GonntType Requsst Counts vlotalAsquests Total Bytes Percentage (Requests) L
- T Llog s BAIME 45N ——
o o0
w1 e o
e
e £ s0a0k8 5% wm
a0
v a2 HOSTHE 4a% - B
" o o8 ™ b I
N
Gier L sTo0ks 1%
M HISTORICAL URL LOG VIEWING 1.00 KURLS OVER 1 DAY Page 1 1100 > > Refresh®)
oeTaLs
Search the Historical URL Log:
&) Clent: Al lents 5] URL Destinaton: Al LR Destiations
£x.10.00.08, group Inrans, Ex caamie o
vt Client User Groups __Bytes _Timestamp Contents
safebrowsing-cache google comsaleb... T 19216811028 EVaesktop@tonann.com inemald 3098 Nov25,20120640  Fies
192.168.1.102.2868/uprphostiuahisap.. 19216812237 NAS@onam.com 1 Inemal[§ 1708 Nov25,20120636  Otver
satebrowsing-cache, google comsaeb.. 19216611043 EVMacWL@tonann.com @ Imemal§ 3098 Nov25,20120639  Fies
source reposiory backtrack-inux.o.. B 1921681211 § Imemal§ 1898 Nov25,20120633  Other
allrepostorybacktrack Inuxorgl... 8 1921681211 § Inemald 1885 Nov25, 20120633 Other
64 reposionybackack inux.orgld.. [ 1921681211 8 inemald 1898 Nov25,20120635  Otver
192.168.1.102:2869/upnphost/udhisap. 192.168.1.223 3 NAS@tonann.com 3 Intermal @ 1708 Nov 25, 2012 06:34 Other.
Weatner service msn comidatazspi?s... 3 1921681102 EVaeskiop@tonann.com Imemal@ 3218 Nov2s,20120625  Text
192.168.1,102:2869/upnphostuchisap.. 3 19216812233 NAS@onam.com 31 Imemai 1708 Nov5,20120625  Otver
192.168.1.102:2863/upnphostudhisap.. 3 19216812207 NAS@onamcom I Inemal[ 1708 Nov25,20120629  Other

ARBOR
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MY 2URL

Prava I NSI A\ ITHREAT INDEX NorRmAL BN
Logged in as: admin [ chout]
Summary Explore Policy Reports  Settings . -4 06:46 EST | 11!25;’2012

e E B0 C BB
m Last: 1day ~|
& Update

Requests/min Top URLs over Time Mow 2012
30

| L,‘L_A Loan lheteme .,

T gm0 oo 10m 110 1z= 13= 14m 17m 1lgm 1gm 20m 210 2™ 23m 5un| o 1m m ] 400 5 500
Il TOP URLS

Key Registered Domain Name Requests Requests Total Bytes bps Content Types Top Clients j
m youtube.com [F 514 368.45kB  34.12bps W 192.168.1.101 3  100% 2, View Flows
pandera.com:80 [ | 177 46.06 kB 4.27 bps — {55.1%}? 135232?3-;-100 B 53% o, View Flows
m google.com 91 75.59 kB 7.00 bps File—swm 1;3;:3%;‘102 A 80% o, View Flows
m tivo.com 3 91 25.12 kB 2.33 bps Ilmage (96.50%) I 1332;3330-;‘100 A 76% 2, View Flows
m quantserve.com & 90 26.05 kB 2.41 bps I:age To00%) T 1\33;‘3%;-101 B 8% o, View Flows
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HTTP O>F2Y - 947

Il HTTP CONTENT TYPES

Key Content Type Request Counts :[[ntal Requests  Total Bytes Percentage (Requests)
B Text J 435K 543 MB 45% I
| Image h 325k 1.43 MB 34%
[ | Files 520 56349kB 54% mm
B Video 425 14057 kB  4.4% mm
[ Audio 0 oB 0%
Qther [ | 1.03k 537T00KE 1%

ARBOR

N ETWORKS
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Requests Mow 2012

700
G600
500
400
200
200

100
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URL O%

[l HISTORICAL URL LOG VIEWING 1.00 K URLS OVER 1 DAY

Page 1 100 > ==  Refresh ()

DETAILED URLS STORED SIMCE: 11:10 08/22/12 (8 WEEKS 20 HOURS 36 MINUTES)
Search the Historical URL Log:
Client: All Clients URL Destination: All URL Destinations

Ex. 10.0.0.0/8, group Intranet, user@DHCP (More) Ex. example.com, example.com/iimage.gif (More}
Url Client User Groups Bytes Timestamp Contents
safebrowsing-cache.google.com/safeb... [E 192.168.1.102 [F EVdesktop@tonann.com [3 Internal @ 3098  Mov 25, 2012 06:40 Files
192.168.1.102:2869/upnphostiudhisap... [E 192.168.1.223 3 NAS@tonann.com 3 Internal @  170B  Nov 25, 2012 06:36 Other
safebrowsing-cache.google.com/safeb... [ 192.168.1.104 B EVMacWL@tonann.com [F Internal @ 3098  Nov 25, 2012 06:39 Files
source.repository.backtrack-linux.o... 3 192.168.1.211 3 Internal @ 189 B Nov 25, 2012 06:33 Other
all.repository.backtrack-linux.org/... j, 192.168.1.211 j, Internal & 1888  Mov 25, 2012 06:33 Other
64.repository.backtrack-linux.org/d... 192.168.1.211 3 Internal & 1898 Nov 25, 2012 06:33 Other
192.168.1.102:2869/upnphostiuchisap... B 192.168.1.223 7 NAS@tonann.com 3 Internal @ 170B  Nov 25, 2012 06:34 Other
weather.service.msn.com/data.aspx?s... @ 192.168.1.102 B EVdesktop@tonann.com [ Internal 8 3218 Nov 25, 2012 06:25 Text
192.168.1.102:2869/upnphostiudhisap... B 192.168.1.223 7 NAS@tonann.com 3 Internal @ 1708  Nov 25, 2012 06:26 Other
192.168.1.102:2869/upnphostiudhisap... E 192.168.1.223 NAS@tonann.com 3 Internal @ 1708  Nov 25, 2012 06:29 Cther

For assistance with this product, please contact support@arbornetworks.com.
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5. BNz /R— b iae

“BERLAR—b - ATS3 LD
ARICADEREYS I DBLK— MR TEXT”

« Traffic
- Top Hosts
- Top Services
- Top Users
.
« Entity M YOUR REPORTS ADMIN :
- Entity Information D Title Status
- Single Entity to Entity 3398 Systemn Summary Report  Completed 32 min. ago
-MultipleEntity toEntity s At ase asesasey
W b 3397 Custom Report for admin Completed = 3 hours ago
e ...................................................................................
3396 Custom Report for admin Completed = 5 hours ago
- Web Usage Summary
- URL Log 3395 Rule and Event Report Completed = 6 hours ago
N etWO rk 3394 Rule and Event Report Completed = 6 hours ago
- Interface 3393 Rule and Event Report Completed < 6 hours ago | View
-Router
- Interface Ob]eCt View All Reports
Policy

- Rules and Events
- Alert Summary
- Alert Details

et il R— NOBARERIL 3,650 ERD1EHIC
e LiR— MEERUEBA. KH10EIDRESNET”

* Custom Reports
- create New Custom Report
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“L73k— MMEPDF - CSV - XLSIC KD

ARBOR

N ETWORKS

REPORT 4 : TOP SERVICES REPORT

29 Oct 2012 18:16 to 30 Oct 2012 18:16 (1 Day)

[ User Comments Report Description

example report The Top Services Report aggregates all traffic seen over a given period of fime
presents the top n-many services and applications ranked by total bytes. This report can
tell one which services and applications are responsible for the largest traffic volume on
the network.

' During the period 18:16 29/10/12 to 16:16 30/10/12 (1 day 0h00m), these were the top 10
services ranked according 1o how many bytes were assaciated with each. In this report, the
top service was UDP/63.

[l TOP 10 SERVICES

Key Service A Bytes bps Percent  Service Groups
W UDPE3 33088G 30.65 Mbps 21%
UDP/5000 <1% NTP 229.35G 21.24 Mbps 14%
B UDPA11(RPC) 22676 G 21.00 Mbps 14% RPC
I UDP/E9 (TFTP) < 1% TFTP 22387G 20.71 Mbps 14% TFTP
I UDPH35 21827G 20.30 Mbps 14%
I TCP/BO (HTTP) 53% HTTP, < 1% NTP, < 1% LPD, < 1% NetFlow, < 1% AFS 16503 G 14.36 Mbps 10% HTTP
W TCP/443 (HTTPS) 17% SSL, < 1% NTP, < 1% LPD, < 1% LDAP, < 1% HTTP 4744 G 4.39 Mbps 3% HTTPS
Il ICMPiB/0 (echo_request) 22982G 2.12 Mbps 1% ‘echo_reguest
W TCP/25 (SMTP) 1% SMTPR, < 1% 8SL, < 1% LPD, < 1% NTP, < 1% HTTP 16716 1.55 Mbps 1% SMTP
UDP/31373 16.86 G 1.47 Mbps 1%
Other (124 97 k services) 123.85G 11.47 Mbps T.7%
. During the period 18:16 28/10/12 to 18:16 30/10/12 (1 day 0h00m), these were the top 10
applications ranked according to how much traffic was seen for each application. In this
report, the top application was None.
Il TOP 10 APPLICATIONS
Key AppName Bytes bps Percent
B Unknown 2157 198.94 Mbps 80%
HTTP 12047 G 11.15 Mbps 5%
B ssL 6081G 5.63 Mbps 2%
B NTP 1869 G 1.73 Mbps. 0%
I RDP 880G B815.23 kbps 0%
m ey B37G 775.32 kbps. 0%
B SMTP 503G 466.10 kbps. 0%
Il SBitTorent 426G 384.27 kbps. 0%
B Dns 328G 304 .67 kbps 0%
85H 153G 14167 kbps 0%

27
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Pravail NSI €=U > D&k

“SINBEE, > MO—35 x 18ERDET”

NSI NSI
Controller [~ _ _____ Collector(s) -I
4 "

r H ‘ 4

1
]

ARBOR FLOW -
,/
4

PO

tHTTPS / SSH
I
] ¢ Collector(s)

1

1
- .
NSI
Controller
I NSI

. _ -4, Al Collector(s)
1

Packet Capture [T~ R NV
(SPAN, Tap) =

NSI Controller O O
NSI Collector O O \
NSI AI Collector X O N, e

1
1
1
1
1
1
I
1
1
1
I
I
I
I
1
1
1
1
1
1
1
1
I
|
[}
1
|
1
|
\
\
1
\
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EFIUF1 - ASFUSTIR £0-IUL & TS9—TSA XRBM
Pravail NSI @ T TREEEDHS - RBEREELUZ -

VI DT T7ZEERT D, JO7J7AIUNCKDT7S5— bEERK.
1> bh0O-—5
Controller | 5110 | 5120 | 5130 | 5220 | 5230 _
JO—/ # (E#) 3,500 FPS 10,000 FPS 35,000 FPS 25,000 FPS 80,000 FPS
mAJO— /¥ 100,000 FPS 100,000 FPS 100,000 FPS 250,000 FPS 250,000 FPS
(B + JLU59-)
FA= T 10 250 500 500 500
AL U5 —E 3 30 30 50 50
DHM X X X @) @)
JO0— - XAbhL—> 300GB 300GB 300GB 1.2TB 1.2TB

A>2AF—T1T1 X 4 x 10/100/1000 Copper

4 x 1G (GE or SX or LX)
2 X 10G Fiber (SR or LR)
2 x 10/100/1000 Copper *&E#E/R— bk

- ENTNDOTSY S IA—AICBNT, EAEEBAY I DT 7
SAEIRICLBTYIIL— RHEIRETT,

- OY MO-SEBEIANEERDET,
- BFFEIEERIDER(100,000). ADEDEBIEETEIEETY,

ARBOR
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Pravail NSI

adL9o45—

Collector | "5003 AL | 5004|5005 |~ 5006|5007
JO—/# ZHIRL 8,000 FPS 16,000 FPS 35,000 FPS 80,000 FPS
Z2I)IL—Twv 1 Gbps ZE1R L B2} B2} B2}

A2 —T11R « 4x10/100/1000 Copper
« 4x1G (GE or SX or LX)
2 x 10G Fiber (SR or LR)
2 x 10/100/1000 Copper *EE/R—

- INTNDTSY b ITA—ALICBNT, EEBAY I NI 7S RAICKD
7w IO —RHNEIRET Y,

- L OA—=Ea> bO—Z EEHFENDETERUE T, BERTIEEMEWLWZUEE A,

- AI (Application Intelligence) J> bO—S (/T Y b « T—HDHZFRFTLUET

ARBOR
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Zw hDI—=20 - RAH—(CL D> THESNZZ KDIP Flowh'#FELE T,

IPFIX IETF (standard)

cFlow Alcatel-Lucent

Netflow Cisco

rFlow Ericsson

Netstream HP/3Com, Huawei Tech.
cFlow, jFlow Juniper

sFlow:

Alaxala, Alcatel-Lucent, Allied Telesis, Arista Networks, Brocade,
Cisco, Comtec Systems, Dax Networks, Dell, D-Link, Enterasys,
Extreme Networks, Fortinet, HP, Hitachi, Huawei, IBM, Juniper
Networks, NEC, Netgear, Vyatta, ZTE, ZyXEL

ARBOR



NetFlow®D|F#k

- NetFlow (C&XD>T. bZTJa0wvo - JO—% [RXB1E] U
2 RNID—DODOR—XS51>. L RZEFIBIBCENTEZET,

The 5 tuple Network metrics
Version | ML | Type sfService Total Length
Mdentification Flags | Fragment Offset
Time ta Live [ “Protecol =6 1 Head er Che cheum
Deatination Address
& Dptisns Padding ¢
Soorce Port l Diestination Part
Segquence Number
Acknow ledgment Nambar
Data ula[r[R[s[F
AEEEKE Wind
At lﬁ K|H|T|N J .
Checksum | Urgent Pointer
¢ TCP Options Padding ¢
2 TCP Dat

NNNNNNNN
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NetFlowdD{1iHH

- Router - Switch®NetFlow(C kD, HIBEZRHEUFE T,

NSI
Collector
~ 1.1.1.1:32768->6->2.2.2.2:80 [SYN][1][0](A->B)

|
. 2.2.2.2:80->6->1.1.1.1:32768 [SYN][ACK][1][0](B->A)
: 1.1.1.1:32768->6->2.2.2.2:80 [ACK][1][0](A->B)

1.1.1.1:32768->6->2.2.2.2:80 [PUSH][4][67](A->B)
2.2.2.2:80->6->1.1.1.1:32768 [PUSH] [60][2145](B->A)

Client 1.1.1.1 Interface A Interface B Server 2.2.2.2
—_-—_::::::=h
________________ R
-—____""::::=u
Response _ __-=-===77

ARBOR

N ETWORKS
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Cisco Netflow Support

vevie [ 05 [ Newow | Nows

Cisco Carrier Routing System (CRS)

ASR 9000 Series Aggregation Service Routers
ASR 1000 Series Aggregation Service Routers
Cisco XR 12000/12000 Series Router (GSR)
Cisco 7600 Series Router

Cisco ISR G2 (3900, 2900, 1900, 800 Series)

Cisco ISR G1 (3800, 2800, 1800 Series)

Nexus 7000
* Not support Nexus 5000

Nexus 1000V
Catalyst 6500 with SUP2T

Catalyst 6500 with SUP32, SUP720

Catalyst 4500 and 4500X with SUP7

Catalyst C3KX-SM-10G

ARBOR

N ETWORKS
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I0S XR

I0S XR

I0S XE

I0S

I0S

I0S

I0S

NX-0S

NX-0S

I0S

I0S

I0S

I0S

FNF

TNF and FNF

FNF

TNF

TNF and FNF

TNF and FNF

FNF

FNF

FNF

TNF

FNF

FNF

- CSCtq11911 : Setting destination port in exporter map on TAIKO is not working
Fixed 4.2(0.6)I, 4.1(1,24)I, 4.0(4.6)I

- CSCtr62137 : netflow exporter is disabled with BGP recursive route to exporter
Fixed 4.2(0.12)1,4.0(4.14)I, 4.1(2.12)1

- Netflow top talkers feature is not supported yet on ASR1K

+ CSCtd62350 : GSR netflow vrf-aware dropping packets
Fixed 12.0(32.9.23)SY, 12.0(32)SY11, 12.0(33.5.39)S, etc

- CSCsm59802 :"ip flow egress" has no affect on a 7600 series router
Fixed 12.2(32.8.22)REC186, 12.2(33)ZI

- CSCto53635 : netflow always use default cache entry size after reboot
Fixed 15.0(1)M5.5, 15.2(0.12)T, etc

none

- F2-Series module or M1,2-Series module (not support F1-Series module)
+ CSCs091787 : Incorrect TCP Flags shown in netflow table
Fixed 4.0(1.42)

+ CSCtn69289 : netflow error on port-profile with port-channel cryptic
Fixed 4.2(1)SC1(4a)

- Supervisor Engine 2T with Policy Feature Card 4 (PFC4)
- 15.0(1)SY later (does not work in 12.2(50)SY)

- CSCsa79630 : Cat6500 Netflow does not export all flows
Fixed 12.2(18)SXF2, 12,2(18.9.20)SX3.21, etc

- CSCsh99774 : Netflow Data Export on VRF specific export destination address
Fixed 12.2(32.8.11)XR45.11, 12.2(33)SXI

+ 4500 + Supervisor Engine V-10GE
- 4500 + Supervisor Engine IV or V + Netflow Service Card (WS-F4531)

+ Network Services Module (C3KX-SM-10G)
- 15.0(1)SE and IP Base or IP Services (not support LAN Base)

TNF: Traditional Netflow FNF: Flexible Netflow
%2013F1BDIBERTI .




Packet Capture®|sik

- Al Collector(Z. /\Tw b « Fv TFvw(CIDTCPRAO— RZEWEE L.
I —2 g mEBlUET,

The 5 tuple Network metrics
[TCP Header + TCP Payload]
Version | ML | Type sfService Total Length
Mdentification Flags | Fragment Offset
Time ta Live : 'ﬁﬁ.rg' Head er Che cheum
Deatination Address
& Dptisns Padding ¢
Soorce Port l Diestination Part
Segquence Number
Acknow ledgment Number
Data ula[r[R[s[F
s | B e
Checksum | Urgent Pointer
b2 TCP Options | Padding
TCP Data




Stateful Flow Reassembly

- > bO—F (F. XY NIO—T LEDEROOL OINSERK NI
NS J4wD - T—AZENITBET. EfEEERBEET,

<NSI Controller FS 74w - F—4>

Collector A: 1.1.1.1:32768->6->2.2.2.2:80 [SYN][1][0](A->B)
Collector A: 2.2.2.2:80->6->1.1.1.1:32768 [SYN][ACK][1][0](B->A)

AL-Collectortritid2768-56->2:2:2:2: 00 LOVN IO 1A By TR
Collector-Bii2: 2200 > 6> et i 2276 S L SYNIACK IO 1B e

AI Collector: 1.1.1.1:32768->6->2.2.2.2:80 [ACK][1][0](A->B)

NSI

v
Controller

--¥

-
-

-

7z

N
AY

& N
7/
ARBOR FLOW ARBOR FLOW
1
1

NST NST
,-¥| Collector(s) |¥~, Al Collector
4 1
[aE ] L
I
Client 1.1.1.1 m Server 2.2.2.2
1
/

I

Router A Router B m '
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Stateful Flow Reassembly (Cont.)

NNNNNNNN

TITASIL - IR— bOEE
IS0 A hEnfzJO—BiEE
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Pravail NSI EAS77UA (1)

- A%t
— Routerd LUSwitchSDxFlowZz{ER L 1> bO—SIC
KXOT. XY NIT—DDOHEZBE=ZIBELUET,
(SPANICKB/\UwY b - v TFEHEETY)

ARBOR " IPFLOW
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Pravail NSI EASJ-UA (2)

- BB (AR + 3ZH)

— HANCOL OS5 —=E A UxFlowz Y&,
INEUZBIzEATOI> bO—S (XD ZET

[LEBFR DRz IR U E T,

RRA
e . Bzt

A | |
N VX .
- han —
Pravail NSI i Pravail NSI
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