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Client ﬁ AAA.pcap AAApcap | Client side 0.000000000
BBE pcap Server side -14 156401125
==

AAA.pcap

» Merged.pcap

BBB.pcap

QN-II71)VETCP/UDPEEITL T, — @ORYAAEIO-%HEE LT MFASY KRR
J0-ZRYIAHET Z1ERR L. MIREEFZEELEXT

P FILTEE  192.168.43.2 Net Cloud - 1 192.168.1.1
MATz3> JO-—0@REFSUFIS JOIrLLEE WF5—Eai—%E<
= 0000000000 GET Jindex_html HTTP/M 1 __
¥ & HTTP(1/1118) ] R O il Ol H—){ 0L .
192.168.1.1/80 Bl ' : 2.000020730 ]« I!
1 » ] Serverside 192168432 19216811 HTTP
o T TTem Sne R 1 DA 12 10 B B T 1= 0.000014145 GET findex.html HTTP/.1 ... -
I Serverside 192168432 19216811 HITP
i 1. 0.000266840 [TCP segment of a reassembled ...
0.000133335 [ICP segment of a reassembled ...
Z¥—ta— | FE=t 11.999992655
L ATRER 5= 2 R~ - | B2 S5—o59r
0.000020475
No. FILA 192.168.43.2 192.168.1.1
T 0200141100 47046 — 80 [ACK] Seq=67 Ack=14... _
699 0.00000¢ 46917 — 80 [SYN] Seq=0 Win=327... _ e
| > BHEEWCHKRELAD

702 0.00014¢ !_guﬁxtssﬂ [SYN. ACK] Soq-0Ac .| 6 @ﬁﬁ?g:n
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Select 1542591142120-8652. pcapng ~ 2018/10/11 10:15:28.000 - 2018/10/11 10:23:40.000 12KB 201811191032 *
Select 1642588175601-2981 pcapng  2018/10/11 09:04:00.400 - 2018/10/11 09:05:25.000 10MB  2018/11/190943 |
Select 15425861020104096 pcapng  2018/10/11 08:58:61.400 - 2018/10/11 09-05:25.000 10MB  2018/11/190941 | |
test pcap 2018/11/16 11:24-14 600 - 2016/11/16 18:35:12 485 1 MB 2018/11/16 18:35
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SYS-4G-5TR Channel A ¥l  Segment A 0.000000000
SYS5-4G-5TR Channel B ¥ | Segment A 0.000000000
SYS-4G-5TR Channel C [ 0.000000000
SYS-4G-STR Channel D B n/a 0.000000000
SYS-10G-R2 Channel A M | SegmentB 0.000000000
8YS-10G-R2 Channel B ¥ | Segment B 0.000000000
SYS-10G-RZ Channel C [ 0.000000000
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i sk sYs4GSTR chanrel ¢ | R B IC KB EEDERES L 0.000000000
SYS-4G-STR Channel D TZXd i 0.000000000
SYS-10G-R2 Channel A @] | Segment B 14 154627700
SY5-10G-R2 Channel B ¥  SegmentB 14154627700
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O

A G547 BN ZJohkdik INrw A b N ¢ Out of order Bl BHETHEEA

Segment B 192.168.43.2 192.168.1.1 HTTP 17 11,219 0 0 20181015 15:22:06 2018/10/15 15:22:05 =

= W LEMNR A 8/10/15 15:22:05) 1

J

b/ 10/15 15:22:05

k0 NetBIOS(1/1)
» W 55DP(2/3)

Segment B 192.168.43.2 192 1.1 HTIP 7 11,219 0 0 2018/10/15 15:22:05 20

Segment C 192.168.43.2 192 1.1 HITP 17 11,151 0 0 2018/10/15 15:22:056 20@E/10/15 15:22:05

i/ 10/15 15:22:05

» 2 Unknown(2/2)

Segment A 192.168.43.2 192 1.1 HTTP 17 11249 0 0 2018/10/M15 15:22:05
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Ho. T IR 192.168.43.2 192.168.1.1 JA
4039 0.000000000 46970 — 80 [SYN] Seg=0 Win=327... _ 46970 — 80 [SYN] Seq=0 Win=32768 Len=0 MS_.. —
4042 0.000067000 80 — 46970 [SYN, ACK] Seq=0 Ac... 80 — 46970 [SYN. ACK] Seq=0 Ack=1 Win=327__.
4046 0.000071000 [TCP ACKed unseen segment] [TCP Previous se...
4047 0.000002000 46970 — 80 [ACK] Seg=1 Ack=1W._. _ 46970 — 80 [ACK] Seq=1 Ack=1 Win=32768 Le...
4052 0.000077000 GET findex_htm| HTTP/1.1 . . GET Jindex_html HTTR/1.1
4054 0.000072000 [TCP Retransmission] 80 — 46970 [PSH, ACK] ...
4057 0.000070000 [TCP Retransmission] 80 — 46970 [PSH, ACK] ...
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Segment B 192.168.43.2 192.168.1.1 HTTP 5 3,348 0 2 0
Segment A 192.168.43.2 192.168.1.1 HTTP 4 3,224 1 1 0
20—Ea—IcE3
ZH—Fa1— =
TR >= #® RN v =5— =
[ No. ?JWﬁQ / 192.168.43.2 Net Cloud - 1 192.168.1.1 \ JA>
1 0.000000000 ! GET findex_html HTTP/M.1 ___ ol ‘ GET findex_html HTTF/1.1
X
2 2000020730 [TCP Retransmission] 47046 — 80 [PSH, ACK] Se. ..
3 0.000014145 GET findex. html HTTP/1.1 .. o GET findex html HTTF/1.1
4 0.000266840 [ICP segment of a reassembled .. [TCP segment of a reassembled PDOU]
5 0.000133335 [TCP segment of a reassembled .. [TCP segment of a reassembled PDU]
X -
B 1.999992655 [TCP Retransmission] 80 — 47046 [PSH. ACK] Se...
7 0.000020475 [TCP Retransmission] 80 — 47046 [PSH, ACK] Se...
8 10.200141100 47046 — B0 [ACK] Seq=67 Ack=14.._ _ 47046 — B0 [ACK] Seq=67 Ack=1461 Win=32768 ...
\ 9 0.000133335 47046 — B0 [ACK] Seg=h7 Ack=14.._ _ 47046 — 80 [ACK] Seq=67 Ack=1461 Win=32768 ...
—V :I: \\ — \J —
IL-LREDT IR - WFRIAINTIEET |
LEWMEICLZ IV IT-FEFRR o= y—
- VAR e
N s . Y RBRTIT]
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Sewerity Segment Protocol Packets Bytes Packet Loss Retry
dns DNS & 478 a o
http 172.18.10.80 HTTF 12 3,978 o g
I
Delts Time=- sec Up - 2
Mo Delta Time Absolute Time s AT216.2.211 Comments
1 a 07/14/2004 11:03:14.000000.. Standard guery 0x0008 A www.dl... ‘ Standard query 0x0006 A www.classroom.oom
I
2 1.001047000 07/14/2004 11:03:15.001047... Standard query 0x0006 A www.ch... ‘ Standsrd query 0x0008 A www.classroom.com:
3 1.001431000 07/14/2004 11:03:16.002538... Standard query 0x0008 A www.ol... ‘ Standard query 0x0008 A www.classrcom.com
4 2002831000 07/14/2004 11:03:18.005389.. Standard guery 0x0006 A www.dl... ‘ Standard query 0x0008 A www.classroom.com
5 4.005807000 07/14/2004 11:03:22.011178... Standard query 0x0006 A www.ol... D N S j D '\ j } l/ ‘ Standard query 0x0008 A www.classroom.com
6 4.401348000 07/14/2004 11:03:26.413122. . Standard query response Dx0008... ‘ query resp 0x0008 A www.
7 0.001278000 07/14/2004 11:03:26.414288 . 1048 — 50 [SYN] Seq=0 Win=18384 Len=0 M$5=1480 SACK_PERM=1... ]\ 1048 — 20 [SYN] Seq=0 Win=18384 Len=0 M35='
1
8 0.000317000 07/14/2004 11:03:28. 414715 B0 — 1048 [SYN, ACK] Segq=0 Ad=1 Win=17520 Len=0 M35=1480 SA... | 80 — 1048 [SYN, ACK] Seq=0 Ad=1 Win=17520 L
1
E:] 0.000018000 07/14/2004 11:02:26 414731, 1048 — 80 [ACK] Seg=1 Ad=1 Win=17520 Len=0... | 1048 — 80 [ACK] Seq=1 Ade=1 Win=17520 Len=0
1
10 0.000131000 07/14/2004 11:03:26.414862. GET /HTTRM.1 ... | GET / HTTP/1.1
1
1 0.014070000 07/14/2004 11:03:26.428932... [TCF of 8 reassembled FOUL.. | [TCP segment of a reassembled PDU]
| 1
12 0.002520000 07/14/2004 11:023:28.431452.. [TCP of a reassembled PDU]... H TT P FD I\ j J l/ [TCP segment of a reassembled PDLU)
12 0.000018000 07/14/2004 11:02:26.431470... 1048 — 80 [ACK] Seq=217 Ac=1482 Win=17520 Len=0... 1048 — &0 [ACK] Seq=217 Ack=1492 Win=17520 |
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T 1-FEIFXFAN-MEER

ESYNESIS

e MEAE 3 —1 % e e v
@EY1T HTu— - O‘.| JVry <No =20 )0y R 44 744 T2/ — HMamoss
IS | ToIFRU v =H H—ADET . -
ViTS— MES WFEE
EEEETREASNZIV I IWSYEE  Fral. I5—. /92
EEE A gy by FOkR3d B
pEE The acknowledgment number field is nonzero while the ACK flag is not set  Protocol TCP 5
rE5 Connection reset (RST) Sequence TCP 5

HEE No. FvFi ] TR EEw #uE%E Jokd EBE

2 B 13:56:10.3909 0.000422 172.16.10.142192.168.7.60 TCP 62
3 c 13:56:10.3309 0.000002 172.16.10.142192.168.7.60 TCP 62
4 C 13:56:10.3912 0.000371 192.168.7.60 172.16.10.142TCP 62
5 B 13:56:10.3912 0.000002 192.166.7.60 172.16.10. 142 TCP 62
B A 13:56:10.3914 0.000155 152.168.7.60 172.16.10.142TCP 62

» Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (436 bits) on interface 0

» Ethemnet |, Src: Fujitsu_75:0f-8d (00:0b:5d:75:0f:8d), Dst: Toshiba_fc:f5:83 (00:00:39-fc:f5:83
» Internet Protocol Version 4, Src: 172.16.10.143, Dst: 192.168.7.60

» Transmission Control Protocol, Src Port: 1499, Dst Port: 2400, Seq: 0, Len: 0

Copyright © 2017 TOYO Corporation. All Rights Reserved. 14
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[TCP Out-Of-Order] 1493 — 2400 [SYN] Seq=0 Win=65535 Len=
[TCP Out-Of-Order] 1493 — 2400 [SYN] Seq=0 Win=65535 Len=
2400 — 1499 [SYN, ACK] Seq=0 Ack=1 Win=064240 Len=0 MS!

[TCP Out-Of-Order] 2400 — 1439 [SYN, ACK] Seq=0 Ack=1 Wi

P’I"‘D Tt O Cved ol A0 j4aa T Bl ACKT Soncl Arke— VAN

JO-F1--MFAE1-D3% - MUW?‘%&
EENZIL-LHQT I-FRRSNET

)
)
I=\=7\/\ ME#R (Error, Warning, Note)
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4 AT ENINT Y rDInnerAy4 (IP, TCP, UDP) [Z.
J0-J4)49 . 1PJO-J4) % EEBTCEXT

4 GTPv1-U-GPDUDMHETR—RLET
> [MAC]-[IP]-[UDP]-[GTPv1]-[InnerlP]-[any]
» [MAC]-[VLANSs]-[IP]-[UDP]-[GTPv1]-[InnerlP]-[any]
> [MAC]-[MPLS]-[IP]-[UDP]-[GTPv1]-[InnerlP]-[any]
» [MAC]-[VLANSs]-[MPLS]-[IP]-[UDP]-[GTPv1]-[InnerlP]-[any]
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e [= P
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4 All Header [Z. Outer, Inner O AN TR T

Outer

@ Tunnel Option
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| L2 header ‘ Outer L3/L4 header ‘ GTP ‘ Inner L3/L4 header

Payload

Others
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L34 header ‘ Payload ‘
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4 SYNESISEMBIEN http H'5 https ICEDYELT,
4 BEIESAINIITOT, NAT-MNIFEXTEEINDBIL
[FHYFE Ao

4 SYNESISIZC7 U1V ATAURLDZEDYET
4 ek

» http://10.10.10.10:8080 ... SYNESIS

> http://10.10.10.10:3000 ... = IR H|

4 V4.0h'b
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 EET—
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